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10 Most Promising Critical Infrastructure Protection Solution Providers - 2019

n a world where software is taking over the world, data

has become the new oil, and analytics is the new engine,

securing the critical infrastructure has become paramount
for organizations of all sectors.

The rise in security breaches and cyber-attacks are majorly
driving the growth of the critical infrastructure protection (CIP)
market. Growing demand for mobile applications, the rising
popularity of e-commerce, and the increasing implementation
of cloud-based services for business processes are other
significant factors adding fuel to the growth of the global
critical infrastructure protection solutions. Besides, the strict
regulations for data protection have enabled the companies in
the region to increase their infrastructure security for expanding
the scope for infrastructure risk management.

To address these intricacies, CIP solutions providers are
at the forefront of offering groundbreaking risk management
solutions. The companies also provide Web Application Firewall
(WAF), Intrusion Prevention System (IPS), and Network

Implementation Services to protect network infrastructure
against network and application-level attacks.

With the emergence of OT, the security of industrial control
systems, and supervisory control & data acquisition (SCADA)
systems has become imperative as these are the most vital
infrastructure in industrial and energy sectors. Thus, the
application of critical infrastructure protection in various
industries is poised to show upswing owing to pressing the need
for protection of sensitive national assets and deter cyber-attacks.

In this edition, we are glad to feature companies like
California-based Confluera that are dedicated to delivering
real-time attack interception and defense platform built to detect
and stop attackers navigating infrastructure deterministically.
Along with that, the magazine also features Erkios Systems,
IP Access International, System 1, TecSec, and Vorpal that are
revolutionizing the space with their novel solutions.

We present to you the “10 Most Promising Critical
Infrastructure Protection Solution Providers - 2019.”
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Critical Infrastructure Protection solutions and transforming businesses Ernest Wohni g
Senior Vice President

System 1

Boutique Consultancy for
Infrastructure Protection

s a  world-class critical
infrastructure protection firm,
System 1 has progressed from
earning the trust of the White House and
the Department of Commerce Critical
Infrastructure Assurance Office to
being a renowned consultancy that offers
services in addressing the challenges
around cybersecurity governance and
risk management in major government
organizations and industry-leading firms.
“Our extensive corporate experience,
spanning multiple industrial sectors, and
expert staff, with cumulative centuries
of cybersecurity experience, grew
from working with a broad spectrum
of organizations in terms of size and
business model; all of which have
unique critical infrastructures protection
concerns,” says John M. Abeles, president
and CEO of System 1. As noted by
Senior Vice President, Ernest Wohnig,
“The company’s core competencies
lie in delivering strategic, future-
focused advice, optimized governance
and risk solutions, and cybersecurity
program design assistance

to our clients in the
government and
commercial sectors.”
“Critical
infrastructure
encompasses a large
number of complex
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Ernest Wohnig

and interdependent challenges,” explains
Abeles. Taking supply chain in the
energy sector as an example, there are
numerous functions, processes, vendors,
and procurement chains that underpin
power generation, transmission, and
distribution. “The first requisite is to
identify critical assets of the power grid
and the key nexuses in supply chains
that maintain those critical assets, thus
ensuring the seamless functioning of
the infrastructure. This reduces the
problem, based on risk methodology,
to a manageable challenge” As a
technology-agnostic consultancy, System
1 leverages a number of proprietary and
industry-based methodologies, models,
and standards such as NIST, C2M2, and
ISO to deliver pioneering cybersecurity
services to clients based on their
enterprise ecosystems.

System 1 was borne from the energy
sector understanding the protection
of critical assets and functions. They
understand  both  information and
operational technology and have been
safeguarding the global infrastructure
for over 25 years. Their innovative
approaches are used industry-wide and
have led to their expansion into many of
the other infrastructure sectors including
the financial and medical.

Drawing on a recent engagement, Wohnig
recalls the efforts of a System 1 team conducting
acritical infrastructure assessment for a Fortune
200 energy company. The firm was uncertain
of which physical and digital assets were
critical in terms of both its internal business
operations and externally as key components
of multiple nations’ energy infrastructures.
Having established the support of the c-suite
and the executive leaders of the various HQ
functions and regional subsidiaries, System 1°s
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team  engaged
stakeholders
across the
client’s
organization
gaining key

insights

John M. Abeles

into the
business’
operations
and structure. Using these insights, the
System 1 team identified factors and criteria
unique to the client and their market, built an
innovative model measure, established the
critical assets that they held, the associated
business impacts, and performed their audit
program.

Both executives emphasize that
System 1’s key success differentiator
is its team of seasoned management
and technical experts who have spent
significant stints of their professional
careers in the risk management and
technical cybersecurity industries.
Possessing extensive experience in
the various cybersecurity and risk
disciplines, System 1’s teams continue
to deliver remarkable cybersecurity
and infrastructure protection services,
across industries and continents.
Wohnig also takes pride in highlighting
that System 1’s diverse set of experts
develop innovative result-oriented
solutions that minimize risk, optimize
the organization’s cybersecurity
governance and architecture, and ensure
cost-effective yet secure business
operations. All while accounting for
the ever-accelerating rate of change
and evolving risk in the CIP realm;
exemplified by the rapid integration
of Al IoT, cloud infrastructures, and
managed service models. (IR



